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PROBLEM TO BE SOLVED: To prevent the leakage of information 
by preventing erroneous delivery of electronic mails in an electronic 
mail system. 

SOLUTION: This electronic mail system is provided with a sever 
computer 1 and a client computer 2 connecting to the server 
computer 1, and the server computer sends an electronic mail from 
the client computer. The server computer is provided with a mail 
transfer filter 12 and a message transfer agent 1 1« and the mail 
transfer filter checks a set of a preset transmission source and a 
preset destination upon the receipt of a transmission request of an 
electronic mail and discriminates a transmission enable state of the 
electronic mail when a pair of a request transmission source and a 
request destination denoted in the transmission request is in 
existence in the set above. When the transmission is enabled, the 
message transfer agent transfers an electronic mail depending on 
the transmission request 
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* NOTICES * 

JPO and NCIPI are not responsible for any 
danages caused by the use of this translation. 

1. This document has been translated by connputer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] It has a server computer and the client computer connected to this server computer. In the electronic 
mail system with which said server computer transmitted the electronic mail from said client computer to said 
server computer The 1st means which will be made into ready-for-sending ability if the pair of the demand 
transmitting origin which checks the group of the transmitting origin set up beforehand and a transmission place, and 
is shown by said Request to Send, and a demand transmission place exists in said group when the Request to Send 
of said electronic mail is received, The electronic mail system characterized by having 2nd means to transmit said 
electronic mail according to said Request to Send as it is ready-for-sending ability. 

[Claim 2] Said server computer is equipped with the ready-for-sending ability domain list with which the group of 
said transmitting origin and said transmission place was registered as a group of a transmitting agency-transmission 
place domain name in the electronic mail system indicated by claim 1. Said 1st means is an electronic mail system 
characterized by passing said Request to Send to said 2nd means, when the domain of the address of said 
transmission place is registered into said ready-for-sending ability domain list. 

[Claim 3] Said server computer is equipped with the ready-for-sending ability address list with which the group of 
said transmitting origin and said transmission place was registered as a group of a transmitting agency-transmission 
place address name in the electronic mail system indicated by claim 2. If the domain of the address of said 
transmission place is not registered into said ready-for-sending ability domain list, said 1st means It is confirmed 
whether furthermore the address of said transmission place is registered into said ready-for-sending ability address 
list. When the address of said transmission place is registered into said ready-for-sending ability address list, said 
1st means is an electronic mail system characterized by passing said Request to Send to said 2nd means. 
[Claim 4] If the address of said transmission place is not registered into said ready-for-sending ability address list in 
the electronic mail system indicated by claim 3, said 1 st means is an electronic mail system characterized by making 
a transmitting failure answer to said client computer. 

[Claim 5] In the electronic mail system indicated by claim 3 To said server computer, the domain of the external 
transmitting former address of the electronic mail sent to the server computer from the exterior with the reception 
place address It has the receiving address work list with which the registered receiving domain work list or the said 
external transmitting former address was registered with said reception place address. If said transmission place 
address confirms whether register with said receiving domain work list or said receiving address work list and said 
1st means is registered It is the electronic mail system with which said 1st means will characterize said Request to 
Send as delivery, and it will be characterized by making a transmitting failure said 1st means answer to said client 
computer at said 2nd means if not registered. 

[Claim 6] When said client computer which is said reception place makes said external transmitting origin a 
transmission place and the Request to Send of said mail is performed in the electronic mail system indicated by 
claim 5, said 1st means is an electronic mail system characterized by performing additional registration on said 
ready-fbr-sending ability domain list or said ready-for-sending ability address list. 
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2. **** shows the word which can not be translated. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] Especially this invention relates to the electronic mail system which can prevent mistaken 

delivery of an electronic mail about an electronic mail system. 

[0002] 

[Description of the Prior Art] Conventionally, what was indicated by JP,9-200256A is known as an electronic mail 
system. In this electronic mail system, an e-mail user is told about a destination mistake at an early stage, and if 
you are trying to send e-mail to the partner who wants to transmit even when a mail address is uncertain correctly 
and the address is inputted with the conventional electronic mail system for this reason, the address will be 
transmitted as a client demand to the mail server to which a client belongs. In a server, rt investigates whether an 
address database is searched and the transmission place mail address which received by the client demand is 
contained in the e-mail user. If a transmitting mail address does not exist in an address database, a server will 
search a temporary address database. And when a mail address is able to be searched with these two retrieval 
actuation, the response between client-sen/er is communicated to a mail client, and the notice of a mail address's 
existence check is performed to an e-mail user. 

[0003] As mentioned above, in order to prevent mistaken delivery of an electronic mail, a mail server searches an 
address database and he is trying to notify an e-mail user of a mail address's existence check in the conventional 
electronic mail system according to the address from a client. 
[0004] 

[Problem(s) to be Solved by the Invention] By the way, in the conventional electronic mail system, when a mail 
server does not perform address administration of both of transmission place and transmitting origin but an error is 
in address description for this reason, an electronic mail may be sent to the address which exists independently. 
That is, in the conventional electronic mail system, when an error is in address description, an electronic mail may 
be sent to the other party an electronic mail may be transmitted to another address (transmission place), 
consequently do not know the contents of the electronic mail. 

[0005] Thus, in the conventional electronic mail system, there is a trouble that it is difficult to prevent mistaken 
delivery of an electronic mail. 

[0006] The purpose of this invention is to offer the electronic mail system which can prevent mistaken delivery of 

an electronic mail and can prevent an information leak. 

[0007] 

[Means for Solving the Problem] According to this invention, it has a server computer and the client computer 
connected to this server computer. In the electronic mail system with which said server computer transmitted the 
electronic mail from said client computer to said server computer The mail transfer filter which will be made into 
ready-for-sending ability if the pair of the demand transmitting origin which checks the group of the transmitting 
origin set up beforehand and a transmission place, and is shown by said Request to Send, and a demand 
transmission place exists in said group when the Request to Send of said electronic mail is received. The electronic 
mail system characterized by having the message transfer agent which transmits said electronic mail according to 
said Request to Send as it is ready-for-sending ability is obtained. 

[0008] For example, said server computer is equipped with the ready-for-sending ability domain list with which the 
group of said transmitting origin and said transmission place was registered as a group of a transmitting agency- 
transmission place domain name, and said mail transfer filter will pass said Request to Send to said 2nd means, if 
the domain of the address of said transmission place is registered into said ready-for-sending ability domain list. 
[0009] Furthermore, said server computer is equipped with the ready-for-sending ability address list with which the 
group of said transmitting origin and said transmission place was registered as a group of a transmitting agency- 
transmission place address name. If the domain of the address of said transmission place is not registered into said 
ready-for-sending ability domain list, said mail transfer filter If it confirms whether the address of said transmission 
place is furthermore registered into said ready-for-sending ability address list and the address of said transmission 
place is registered into said ready-for-sending ability address list, as for said mail transfer filter, said Request to 
Send will be passed to said message transfer agent 

[0010] In addition, if the address of said transmission place is not registered into said ready-for-sending ability 
address list, said mail transfer filter will answer a transmitting failure to said client computer. 

[0011] moreover To said server computer, the domain of the external transmitting former address of the electronic 
mail sent to the server computer from the exterior with the reception place address You may make it have the 
receiving address work list with which the registered receiving domain work list or the said external transmitting 
former address was registered with said reception place address. In this case, if said transmission place address 



http://www4.ipdl. ncipi,gojp/cgi-bin/tran_web_cgi_ejje 



2005/02/10 



2/3 



confirms whether register with said receiving domain work list or said receiving address work list and said mail 
transfer filter is registered If said mail transfer filter passes said Request to Send to said message transfer agent 
and is not registered* said mail transfer filter will answer a transmitting failure to said client computer. 
[0012] In addition, when said client computer which is said reception place makes said external transmitting origin a 
transmission place and the Request to Send of said mail is performed, said mail transfer filter may be made to 
perform additional registration on said ready-for-sending ability domain list or said ready-for-sending ability address 
list automatically. 
[0013] 

[Embodiment of the Invention] This invention is explained with reference to a drawing below. 

[0014] With reference to drawing 1 , the electronic mail system of illustration is equipped with the server computer 
1 and the client computer 2, and the server computer 1 and the client computer 2 are connected by the 
communication line 3. Like illustration, the server computer 1 is equipped with the message transfer agent 1 1 and 
the mail transfer filter 12, and log file 4a is connected to this mail transfer filter 12. And the ready-for-sending 
ability domain list 13, the ready-for-sending ability address list 14, the receiving domain work list 15, and the 
receiving address work list 16 are stored in the log file 4. On the other hand, the client computer 2 is equipped with 
the user agent 1 7. 

[0015] The user agent 17 requests from a message transfer agent 11 the demand which sends the electronic mail 
created with the client computer 2 to the transmitting address. As the mail transfer filter 12 seizes the demand to a 
message transfer agent 11 from the user agent 17 and mentions it later, it checks the demand with reference to the 
ready-for-sending ability domain list 13, the ready-for-sending ability address list 14, the receiving domain work list 
15, and the receiving address work list 16. And if the demand is just the mail transfer filter 12 will pass the demand 
to a message transfer agent 11, and on the other hand, if unjust, the mail transfer filter 12 will notify the user agent 
17 of an error. In a message transfer agent 11, as it mentions later, the electronic mail transmitted from a client 
computer 2 is transmitted to the transmitting address. 

[0016] Here, with reference to drawing 1 and drawing 2 , the ready-for-sending ability domain list 13, the ready-for- 
sending ability address list 14. the receiving domain work list 15, and the receiving address work list 16 exist in the 
server computer 1 as mentioned above. 

[0017] As shown in drawing 2 (a), the ready-for-sending ability domain list 13 is equipped with two or more records, 
and each record consists of a transmission place domain name and the field of a last update date the transmitting 
agency (the address or domain name). In addition, description by the regular expression is also possible for a 
transmitting agency and a transmission place domain name, 

[0018] As shown in drawing 2 (b), the ready-for-sending ability address list 14 is equipped with two or more records, 
and each record consists of a transmission place address name and the field of a last update date the transmitting 
agency (the address or domain name). 

[0019] As shown in drawing 2 (c). the receiving domain work list 15 is equipped with two or more records, and each 
record consists of the reception place address, a transmitting agency domain name, and the field of a last update 
date. 

[0020] As drawing 2 (d) shows, the receiving address work list 16 is equipped with two or more records, and each 
record consists of the reception place address, a transmitting agency address name, and the field of a last update 
date. 

[0021] In case the ready-for-sending ability domain list 13 and the ready-for-sending ability address list 14 are 
managed with the mail transfer filter 12 and manage the ready-for-sending ability domain list 13 and the ready-for- 
sending ability address list 14. they are managed with hand control or automatic. In case it manages manually, the 
manager of the server computer 1 operates the mail transfer filter 12, adds or corrects a domain name or an 
address name, and performs the addition or updating of a record. On the other hand, in case it manages 
automatically, the transmitting agency address of the mail transmitted to the server computer 1 or its domain was 
beforehand set to the mail transfer filter 12 with the transmission place address on the receiving domain work list 
15 or the receiving address work list 16, and it carries out period registration. And if an addressee performs the 
Request to Send of an electronic mail to a transmission place domain or the address while registering with the 
receiving domain work list 15 or the receiving address work list 16. the mail transfer filter 12 will perform additional 
registration on the ready-for-sending ability domain list 13 or the ready-for-sending ability address list 14 
automatically. It is performed by setup of the mail transfer filter 12 whether automatic management is performed. 
[0022] With reference to drawing 1 . the message transfer agent 1 1 is operating by server computer 1 as mentioned 
above. In consideration of prevention of an information leak, it considers as transmitting [ each address under 
electronic mail system management ] origin at the ready-for-sending ability domain list 13 and the ready-for- 
sending ability address list 14, and the address or the domain of a transmission place which can be transmitted from 
each address is registered. As the mail transfer filter 12 is mentioned later, it confirms that the group of a 
transmitting agency and the transmission place address, or a domain is registered into the ready-for-sending ability 
domain list 13, the ready-for-sending ability address list 14. the receiving domain work list 15, and/or the receiving 
address work list 16, and it passes the Request to Send of an electronic mail to a message transfer agent 11. 
[0023] With reference to drawing 1 , drawing 3 . and drawing 4 , the electronic mail system of illustration is explained 
concretely. 

[0024] In case an electronic mail is transmitted from a client computer 2, an addressee's (transmission place) 
address is first notified to the message transfer agent 11 of the server computer 1 from the user agent 17 (step 
SI). Under the present circumstances, with the mail transfer filter 12, it is confirmed whether seize this notice to a 
message transfer agent 1 1 (step S2). and the domain of an addressee's address is registered into the ready-for- 
sending ability domain list 13 (step S3). If the above-mentioned domain is registered into the ready-for-sending 
ability domain list 13 (step S4), the mail transfer filter 12 will pass the notice fi^om the user agent 17 to a message 
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transfer agent 1 1 (step S5). 

[0025] On the other hand, in step S4. if the domain is not registered into the ready-for-sending ability domain list 
13, with the mail transfer filter 12, it will investigate further whether the ready-for-sending ability address list 14 is 
checked, and an addressee's address is registered into the ready-for-sending ability address list 14 (step S6). If an 
addressee's address is registered into the ready-for-sending ability address list 14 (step S7). as mentioned above, it 
will shift to step S5 and, as for the mail transfer filter 12, the notice from the user agent 17 will be passed to a 
message transfer agent 1 1. 

[0026] In step S7, if an addressee's address is not registered into the ready-for-sending ability address list 14, when 
a setup of automatic registration is performed, (step S8) and the mail transfer filter 12 will check the receiving 
domain work list 15 or the receiving address work list 16, and it will investigate whether an addressee's address is 
registered (step S9). If an addressee's address is registered (step SIO), the mail transfer filter 12 will add a new 
record to the ready-fbr-sending ability domain list 13 or the ready-for-sending ability address list 14 (step S11). 
Then, the mail transfer filter 12 shifts to step S5, and passes the demand (notice) from the user agent 17 to a 
message transfer agent 1 1. 

[0027] In step SIO, when an addressee's address does not exist in the receiving domain work list 15 or the receiving 
address work list 16, the mail transfer filter 12 returns a response of that it cannot transmit to the user agent 17 
instead of a message transfer agent 11 (step S12). And the mail transfer filter 12 records an addressee's [ that it 
was not able to transmit to a transmitting person list ] record on a log file 4 with generating time of day (step SI 3). 
Then, an addressee's [ that it was not able to transmit ] record is notified by E-mail to a transmitting person (step 
314). 
[0028] 

[Effect of the Invention] By this invention, as explained above, even if an error is in address description since the 
mail transfer filter checked the transmitting person address and the addressee address (i.e., since it was made to 
check to a duplex) in case an electronic mail is sent, an electronic mail will hardly be transmitted to another address 
(transmission place), and it is effective in the ability to prevent mistaken delivery of an electronic mail. 
[0029] Furthermore, in this invention, since the electronic mail was transmitted as mentioned above after checking 
the transmitting person address and the addressee address with a mail transfer filter, transmission of an 
unnecessary electronic mail is forbidden and it is effective in the ability to ease network confusion. 



[Translation done.] 
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DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] It is the block diagram showing an example of the electronic mail system by this invention. 
[Drawing 2] It is drawing showing the list stored in the log file shown in drawing 1 , and drawing in which (a) shows a 
ready-for-sending ability domain list, drawing in which (b) shows a ready-for-sending ability address list, drawing in 
which (c) shows a receiving domain work list, and (d) are drawings showing a receiving address work list. 
[Drawing 3] It is a flow chart for explaining actuation of the electronic mail system shown in drawing 1 . 
[Drawing 4] It is a flow chart for explaining actuation of the electronic mail system shown in drawing 1 . 
[Description of Notations] 

1 Server Computer 

2 Client Computer 

3 Communication Line 

4 Log File 

1 1 Message Transfer Agent 

12 Mail Transfer Filter 

13 Ready-for-Sending Ability Domain List 

14 Ready-for-Sending Ability Address List 

15 Receiving Domain Work List 

16 Receiving Address Work List 

17 User Agent 
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